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Q1. Why is this project initiated?
This project was initiated to address a critical gap identified in the loan processing workflow of banks and NBFCs using the Datakosh Solution. It address client concerns regarding the authenticity of ITR and GSTR documents in the Datakosh Solution. authenticity of uploaded financial documents, particularly ITR and GST returns, which are crucial for verifying an applicant's repayment ability and business legitimacy. To cross-verify the legitimacy of these documents, officers need access to original, government-verified documents from the government portal. However, the existing process requires applicants to share sensitive login credentials to government portals (like the Income Tax or GST portal), are hesitant to do because of security and privacy issues. The project aims to introduce a secure, efficient method to fetch original ITR and GSTR documents from government portals using ITR/GSTR numbers. This initiation will eliminate the need for sensitive credentials while ensuring compliance and enhancing client confidence. This helps in enhancing accuracy and credibility of loan risk assessments, client trust in the Datakosh Solution, the effectiveness of fraud prevention measures, and ultimately, the reduction of NPAs in the banking system. Hence, the project was initiated to develop a secure, government-compliant, and user-friendly method for authenticating original ITR and GSTR documents, thereby enhancing the reliability of the Datakosh product and ensuring safer, faster, and more trustworthy loan processing for clients.
















Q2. What are the current problems?

The project addresses several critical problems currently faced by both Datakosh users and their end clients:
· Document Authentication Challenge: Clients struggle to verify the authenticity of ITR and GSTR documents, as loan officers needs to authenticate the provided documents and ensuring their genuineness before sanction the loan.
· Lack of Access to Original, Government-Verified Data: The "original copy of ITR and GSTR submitted to government portal" is considered the most reliable source for verification, as these are "already verified and authorised by the government." Datakosh Solution, in its initial form, cannot directly access these.
· Applicant Security Concerns: Applicants are hesitant to share their government portal credentials due to privacy and security risks, leading to friction in the loan process.
· Manual Verification Process: The current method of manually obtaining and verifying original documents is time-consuming, increasing loan processing time for small co-operative banks and NBFCs.
· Risk of Fraud: Without a streamlined way to fetch verified documents, there is a higher risk of processing loans based on fake or manipulated ITR and GSTR documents, contributing to fraud and NPAs.

















Q3. With this project how many problems could be solved?

This ITR and GST project is initiated to directly tackle the following specific problems faced by Datakosh's clients and, by extension, the banking sector:
· Document Fraud Prevention: Fetching verified original documents from government portals ensures the legitimacy of ITR and GSTR data, reducing the risk of processing loans based on fake or manipulated documents, thereby lowering fraud and NPA risks.
· Authentication without Credentials: The OTP/email-based token system enables document verification without requiring applicants to share sensitive login credentials, enhancing privacy and security.
· Reduction of NPA Risk: Since fraudulent documentation is a key cause of NPA, this project's ability to authenticate documents securely and efficiently will directly contribute to a reduction in the percentage of NPAs for banks. This, in turn, makes the "bank less vulnerable" and reduces the risk of "intense Controls and Checks by RBI, Forced Merger, Cancellation of License, and Low Public Confidence."
· Enhanced Data Accuracy and Legitimacy: The project ensures the "Accuracy of Data" by providing a reliable method to confirm the legitimacy of ITR and GSTR details, as these are fetched directly from authorized government sources.
· Improved Trust in the System: Banks and NBFCs will gain greater confidence in the accuracy of the documents analyzed by Datakosh, improving client satisfaction and system credibility.
· Regulatory Compliance: By avoiding direct unauthorized access to government portals and working through a compliant third-party API, Datakosh mitigates legal and operational risk.



























Q4. What are the resources required?

To successfully implement the document authentication enhancement project for Datakosh, the following technical, human, and financial resources are required:
· Technical Resources
· API Integration: 
· Access to KDK Solutions' API for fetching original ITR and GSTR documents.
· Secure communication protocols (e.g., HTTPS, Auth tokens).
· Software Development Tools:
· Programming frameworks and backend tools used in Datakosh (e.g Python language as used by Inventam Tech Solution).
· Database and server resources to handle new document requests and store logs.
· Security Infrastructure:
· Token-based access system (OTP/email verification).
· Encryption for data in transit and at rest.
· Audit and logging systems for compliance tracking.
· Human Resources
· Development Team : Team Lead (Anshika) will overseeing the whole development process and her team will develop the code, responsible for implementing the API integration, modify the Datakosh Solution UI/UX for the new features ("Original ITR," "Original GSTR" buttons), handle data flow, and ensure seamless functionality.  
This includes building the user interface elements for the new features, handle the server-side logic, make calls to KDK Solutions' API, and process the returned data and If any changes are required to the database schema for storing relevant information (e.g., ITR/GSTR numbers, token status).
· Testing Team: To thoroughly test the new features. Ishani, managing testing team will conducting unit, integration, and end-to-end testing, security testing, performance testing, and user acceptance testing (UAT).
· API Specialists: Mr. Smith, leading API team will handling API integration with KDK Solutions. Ensuring designing the integration points, robust and efficient communication between Datakosh and KDK's servers, and handling error scenarios.  
· Security Expert: Vaibhav, designing and implementing security measures integration, ensuring data privacy and compliance. This includes: 
· Secure handling of the authorized token/OTP mechanism.
· Protection of data during transit.
· Ensuring no confidential data is retained by KDK.
· Datakosh Fintech Pvt. Ltd. Management: 
· CTO: Mr. Hemant, providing technical oversight.
· Business Analyst: Avi, coordinating requirements and client feedback.
· Upper Management: Involved in decision-making and approvals.
· Financial Resources
· Budget: ₹3,00,000 (3 lakhs INR), covering: 
· Development and testing efforts.
· API integration costs (KDK Solutions’ service fees).
· Security audits and compliance measures.
· Potential licensing or subscription fees for tools.

Q5.  How much organizational change is required to adopt this technology?

The level of organizational change required to adopt this technology is minimal amount, as it primarily involves enhancements to an existing product (Datakosh Solution) rather than a total redesign. The following categories include the key changes:
· Process Change: The project integrates a new feature into the existing Datakosh Solution platform, requiring no big change in core business processes. I (Business Analyst) will update internal documentation to reflect the new feature’s workflow. Management will need to finalize and monitor the contract with KDK Solutions for API access.
· Security Protocols: The security expert highlights the need for heightened internal security protocols and review processes for API integrations, ensuring data privacy and secure transmission.
· Loan Officer Workflow: Officers will need to adapt to a new process where they request original ITR/GSTR documents using a token-based authentication system instead of asking applicants for login credentials. Minimal training will be required to familiarize staff with the new interface and steps.
· Client Communication Process: Banks/NBFCs must now inform applicants about the token-based verification and how it protects their sensitive data. Standard operating procedures (SOPs) will be updated accordingly.
· Training and Skill Development:  The technical team may need minimal training on KDK Solutions’ API documentation, which can be covered during the project’s initial phase (Month 1). Internal staff (e.g., sales or support teams) may require brief training on the new feature to communicate its benefits to clients, but this can be done through existing channels like team meetings or updated product manuals.
· Policy and Compliance Updates: Update internal data handling and security policies to reflect the new verification mechanism. Compliance and audit teams may need to revise documentation to ensure alignment with regulatory standards. 
· Data Handling Policies: While KDK won't retain data, Datakosh needs review the contract with KDK Solutions and ensuring ongoing compliance with data sharing regulations as well as its internal data handling policies are clear regarding the flow of information through the KDK API.




















Q6. Time frame to recover ROI?

The time frame to recover the Return on Investment (ROI) for the Datakosh Solution enhancement project and assess whether the management’s expectation of recovering ROI within 18 months and from month 24 onward, the project is expected to start yielding net positive returns, as client base grows and operational costs stabilize. 
The new feature addresses client concerns about document authenticity, potentially increasing the number of clients (co-operative banks and NBFCs) adopting Datakosh Solution. Datakosh charge its clients a recurring fee (e.g., monthly or annual subscription) or a per-transaction fee for using the platform. The enhanced feature could justify a premium pricing tier or attract new clients. Existing clients may upgrade to plans that include the new feature, generating additional revenue.
· Break-Even Point: The initial investment of ₹3,00,000 is recovered within the first 12–18 months, as Year 1 revenue (₹5,50,000) exceeds the investment. Assuming linear revenue accrual over 18 months, break-even occurs around 10–12 months (₹5,50,000 ÷ 18 ≈ ₹30,556/month; ₹3,00,000 ÷ ₹30,556 ≈ 9.8 months).
· Profitability: By the end of Year 2, the cumulative net profit of ₹7,70,000 significantly exceeds the initial investment, confirming profitability as expected by management.

































Q7. How to identify Stakeholders?

A stakeholder is an individual or group of individuals who either directly or indirectly affects the project in positive or negative way. They may be any of the following:
· Providing financial support for the project.
· Helping with duties or initiatives related to project.
· Requesting information on current project activities.
· Participating in the project's management and planning meetings.
A BA need to identify the causes behind their interest in this project. Their anticipations for the project the degree of their involvement. How often should you (BA) stay in touch or give updates? how important it is that they be satisfied with the project. The stakeholders in a project can either be primary stakeholders, business stakeholders, 3rd party stakeholders and negative stakeholders. In the current project following are the types of stakeholders:
· Primary Stakeholders who are directly impacted by the project and have a high level of interest and influence:
· Loan Officers & Credit Underwriters(End User)
· Applicants/Loan Seekers (Clients of the Banks indirect affect)
· Business Analyst (Avi)
· Business Stakeholders are the key people within the organization who contribute to or are affected by the project:
· CEO (Ms. Monica)
· Founders (Mr. Pankaj, Mr. Chandan, Mr. Bhaskar, Mr. Jaye)
· CTO/ Project Manager (Mr. Hemant)
· Development Lead (Anshika) and Development team
· Testing Lead (Ishani) and testing team
· Security Expert (Vaibhav)
· Customer Support & Sales Teams 
· Third-Party Stakeholders are the external entities interacting with or influencing the project:
· KDK Solutions
· Government Tax Authorities (Income Tax Department, GST Department)
· Reserve Bank of India (RBI)
Negative Stakeholders are those individuals or groups who may oppose or be negatively impacted by the project: 
· Competitors Offering Similar Solutions
· Fraudulent Entities/Individuals
· Employees in Banks Resistant to Automation/Change
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Write BA Approach strategy (As a business analyst, what are the steps that you would need to follow to complete a project - What Elicitation Techniques to apply, how to do Stakeholder Analysis RACI/ILS, What Documents to Write, What process to follow to Sign off on the Documents, How to take Approvals from the Client, What Communication Channels to establish n implement, How to Handle Change Requests, How to update the progress of the project to the Stakeholders, How to take signoff on the UAT- Client Project Acceptance Form )
As a Business Analyst, my sole objective is to act as a bridge between stakeholders and the development team to ensure the successful delivery of a solution that meets business needs. My strategy aims to provide a clear understanding of the requirements and ensure successful project delivery within the 6-month timeline and INR 3 lakhs budget. At the outset, I will review the high-level project charter, understand the business goals, and engage with key stakeholders to comprehend the current state, pain points, and desired outcomes.
1. Elicitation Technique: To gather comprehensive requirements from stakeholders (Loan Officers, Sales, and other internal teams), I will apply the following elicitation techniques:
· Interviews: Essential for detailed understanding of specific client pain points, current processes, and desired "to-be" state. Allows for probing questions and clarification. It will help in to understand broader client sentiment and their exact workflow for verifying ITR/GSTR, their frustrations with the current process, and their ideal experience with the new feature. Interviewing tech lead and testing lead will give me technical constraints, possibilities, and clarify integration details with KDK Solutions. Interviewing KDK representative will help me to understand their API capabilities, limitations, authentication methods, and data handling policies.
· Workshops: For collaborative requirement gathering with multiple loan officers (banking and NBFCs representatives) for process mapping and achieving consensus among diverse stakeholder.
· Brainstorming: For collaboratively generate solutions to document authentication issues raised by clients, leading to the proposal of OTP/token-based access and third-party API integration. Participate by cross-functional teams from Datakosh (Avi, sales, support), Inventam Tech (Anshika, Mr. Smith, Vaibhav), and key representatives from client banks. 
· Document Analysis: To leverage existing feedback, API documentation, and system details. To understand existing systems, policies, and the initial problem context.
· Prototyping: To validate UI and workflow requirements with clients and developers. To visualize the new user interface elements and user flow, allowing stakeholders (especially loan officers) to provide early feedback on usability and functionality before development begins.

2. Stakeholder Analysis: Will create a comprehensive list of stakeholders including internal (e.g., business heads, SMEs, developers, QA) and external (e.g., clients, vendors) stakeholders. Group them based on their roles such as Decision-makers, Influencers, Users, Contributors, and Approvers. A RACI (Responsible (R), Accountable (A), Consulted (C), Informed (I)) matrix is a tool that identifies roles and responsibilities against tasks within a project. In simple words, it maps tasks and deliverables against roles on a project. BA often needs to set up new processes or workflows for a business area, and most of the time it will involve multiple stakeholders. Having a chance to implement a new process across teams is great exposure.
	Task/Phase
	BA (Me)
	Datakosh Management

	Inventam Leadership

	Devlopment Team
	Testing Team
	KDK Soln
	API Specialists

	Security Expert


	Requirements
Gathering
	R
	A
	C
	C
	I
	I
	C
	I

	API Contract Negotiation
	R
	A
	C
	I
	I
	C
	C
	C

	Integrate with KDK API
	C
	I
	A
	R
	I
	C
	R
	C

	Security Design-based auth mechanism
	C
	I
	A
	R
	C
	C
	I
	R

	Develop authentication feature
	I
	I
	C
	R
	C
	C
	C
	C

	Test and QA
	I
	I
	C
	C
	R
	I
	C
	C

	UAT coordination
	R
	I
	I
	C
	R
	I
	I
	I

	Go-Live & Client Feedback
	R
	A
	I
	C
	I
	I
	C
	I



3. Documents to Write and Review: Drafted based on elicitation and validated against business needs in a clear, concise, and structured manner for shared understanding and traceability. 
· Business Requirement Document (BRD): Captures high-level business needs, goals, and objectives. It will outline the features, expected benefits, scope, stakeholders, and overall vision.
· Software Requirement Specification (SRS): Detailed technical requirements for the development team. Options for “Original ITR” and “Original GSTR,” input fields for PAN/Aadhar/GSTR numbers, OTP/token verification.
· RTM (Requirement Traceability Matrix): Links requirements to design, development, testing artifacts, and deliverables.
· Use Case Document: Describes user interactions with users (loan officers, Input PAN/Aadhar number, OTP verification)
· Test Scenarios (Collaboration with Testers): Defines acceptance and system test cases, and how the requirements will be tested.
· User Manual: Step-by-step instructions (e.g., how to input PAN/Aadhar/GSTR numbers, verify OTP, download PDFs).Short Video Tutorial demos of the feature’s workflow.
· API Integration Guide: Document technical details of the KDK Solutions API integration for reference by technical teams and future maintenance.

4. Process to Sign Off on Documents: To formally acknowledge and agree upon the documented requirements with the key stakeholders.
· Document Preparation: Prepare documents with input from stakeholders and the team based on elicitation in clear and well-organized requirements documents (BRD, User Stories, Use Cases, etc.) and validate against business needs.
· Review Meetings: Share drafts before sending to key stakeholders with relevant team members (e.g., lead developer from Inventam Tech , testing lead) review the document
· Stakeholder Meeting: Schedule meetings with key stakeholders (e.g., Ms. Monica, Mr. Hemant, client representatives) to clarify content and address questions. Address open questions, resolve objections, and confirm understanding. Record feedback and update the document if necessary.
· Final Sign-off: Incorporate all agreed-upon changes. Save the document as a final version. Once revisions are complete and all feedback is addressed, send out the final version for formal approval.

5. Approvals from the Client : To ensure that the Banking and NBFC clients are informed and provides necessary approvals for formal acceptance:
· Initial Alignment: Engage clients early through a kickoff meeting, presenting the project scope, benefits. Ensure all key personals agree on the project's direction from the outset. Document this in a shared project charter or kickoff note and get written confirmation via email or sign-off.
· Milestone Approval: For each major milestone (e.g., test reports, integration demos), demonstrate progress via demos or reports, addressing client feedback and secure formal approval. These approvals confirm that the delivered work meets expectations before proceeding to the next stage.
· Follow-Up: Post-deployment, schedule regular check-ins (e.g., monthly calls) to gather any feedback or feature’s performance, resolve issues, confirm client satisfaction, communicating resolution and re-presenting if necessary. Keep a log of all approvals and communications for audit and reference.

6. Communication & Collaboration Strategy: To establish and implement effective communication channels to ensure timely and transparent information flow among all stakeholders.
· MS Teams: Daily syncs, quick discussions, and file sharing with Ms. Anshika and her development team, Ms. Ishani and her testing team, Vaibhav and API specialist
· Email Communication: For formal updates, weekly status reports, document sharing, quick clarifications, and approvals
· Weekly Review Meetings: Conduct meeting in teams call and share progress, risks, and changes. Provide a structured forum for stakeholder alignment, progress tracking, issue resolution, and decision-making.

7. Change Request Handling: To establish a structured process for managing changes to the agreed-upon requirements.
· Change Request Submission: All change requests should be logging in a template that includes details using a standardized Change Request Form or via email, detailing the reason, scope of change, affected modules, and urgency. The request can come from internal stakeholders or clients.
· Impact Assessment: The Business Analyst, submit change request to the members of Change Control Board such as Mr. Hemant, Anshika, Vaibhav to evaluates the impact of the change on timelines, cost, resources, and existing functionality. A risk analysis is also included.
· Evaluation: Evaluate how these changes will affect the existing functional and non-functional requirements by the core project team (BA, Dev Lead, QA team, Security expert) to determine feasibility, alignment with business goals, and priority. 
· Prepare change assessment Report: Prepare a Change Impact Assessment Report, highlighting the potential risks, benefits, and alternative solutions. A recommendation is prepared for decision-makers.
· Approval Meeting: Schedule a meeting with key stakeholders and the technical team to discuss the impact analysis, focusing on cost, timeline, and benefits of the proposed change and impact. 
· Changes in the documentations: Adjust necessary documents such as BRD, SRS. Development and testing, needed to consult by BA. Sent the report to Project Sponsor (CEO) and CTO for formal approval. Escalate to upper management if consensus is not reached or budget/timeline impacts are significant.
· Communication: The change and its implementation schedule are clearly communicated to all affected stakeholders via email and during the next weekly review meeting. Updated documentation is shared for reference.
· Implementation: Make sure that testing procedures—both functional and non-functional—are in line with the updated specifications after the modification has been integrated into the project, the change is added to the development backlog in the document repository (e.g., Google Drive). 
·     
8. Project Progress Reporting: To keep all stakeholders informed about the project's progress, milestones achieved, and any potential risks or issues.
· Status Reports: Email concise reports with milestones achieved, risks, and next steps during the weekly team meetings and the periodic stakeholder update meetings. This ensures all stakeholders stay aligned with progress and delays.
· Dashboards: Use a visual dashboard visual tools like Power BI or Excel to illustrate the all change requests by priority, owner, and implementation timeline. It provides a quick, at-a-glance summary for decision-makers and team leads.
· Real-time: Use MS Teams for real-time discussions on communicating sudden blockers, urgent fixes, or client feedback actions without waiting for formal reports, involving key stakeholders (e.g., Ms. Monica, Mr. Hemant, Anshika) to assess feasibility and prioritize.

9. User Acceptance Testing (UAT) and Client Project Acceptance: To ensure that the developed application meets the client's expectations and is ready for deployment.
· UAT Preparation: Prepare a detailed UAT plan, including test scenarios, success criteria, environment setup, and roles/responsibilities. Share the plan and schedule with all stakeholders, and ensure that real or masked data is available for realistic testing.
· UAT Execution: Facilitate the execution by coordinating with testers (Client Representative), guiding them through test cases, and collecting results. Document all observations, issues, and feedback using a structured UAT template or tracking tool.
· Defect Management: Establish a clear process for logging, prioritizing, and tracking defects, ensuring timely resolution and retesting before proceeding to sign-off.
· Sign-Off: Obtain formal sign-off from key stakeholders (Ms. Monica) once all exit criteria are met, confirming the system meets their needs and is ready for deployment.
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Functional Specifications

	Project name
	Datakosh Solution Enhancement

	Customer name
	Mr. Debadatta Chand

	Project Version
	1.5

	Project Sponsor
	Datakosh Management

	Project Manager
	Mr. Hemant

	Project Initiation date
	02/06/2025



	Req ID
	Req Name
	Req Description
	Priority

	
FR0001
	
Login (Revised)
	The Loan Officer shall be able to log in to the Datakosh Solution securely using their credentials to access loan processing functionalities.
	
10

	FR0002
	ITR Number Input
	User should be able to enter a valid PAN/Aadhar number to initiate the original document fetch process.
	
09

	
FR0003
	
Dashboard Access
	The system shall display a personalized dashboard to the logged-in Loan Officer, providing an overview of Total GST API call per day, Total ITR API call per day
	
07

	FR0004
	GSTR Number Input
	User should be able to enter a valid GSTR number to initiate the original document fetch process.
	
09

	FR0005
	Original ITR Request
	System should allow users to request the original ITR document (e.g., ITR1, ITR2) by clicking "Original ITR".
	
10

	FR0006
	Original GSTR Request
	System should allow users to request the original GSTR document (e.g., GSTR1A, GSTR1B) by clicking "Original GSTR".
	
10


	
FR0007
	
Loan Application Search
	The system shall allow the Loan Officer to search for specific loan applications using various criteria (e.g., applicant PAN, application ID).
	
08

	
FR0008
	
Applicant Profile View
	The system shall display a comprehensive profile of the loan applicant, including KYC details and previously uploaded documents.
	
09

	
FR0009
	Token/OTP Generation
	System should generate and send a token or OTP to the applicant’s registered email or phone for verification. This token should be valid only for 2 hours.
	
10

	FR0010
	Token/OTP Validation
	Loan officer should be able to input the token/OTP received by the applicant to authorize document access.
	
10

	
FR0011
	
Fetch Original ITR
	Upon successful token verification, the system shall, via KDK Solutions' API, fetch the original ITR document (e.g., ITR-1, ITR-2) in PDF format.


	
10

	
FR0012
	
Fetch Original GSTR
	Upon successful token verification, the system shall, via KDK Solutions' API, fetch the original GSTR document (e.g., GSTR-2A, GSTR-3B) in PDF format.
	
10

	
FR0013
	Error Handling
	System should display an error message if the ITR/GSTR number is invalid or the API request fails.
	
08

	FR0014
	Status Tracking
	System should display the status (e.g., pending, completed, failed) of each document fetch request.
	
10

	FR0015
	FAQ Access

	Loan officer should be able to access a Frequently Asked Questions (FAQ) section within the Datakosh Solution interface to view common queries and solutions related to the ITR/GSTR fetch process.
	

07
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Requirement Traceability Matrix

	Req ID
	Req Name
	Req Description
	Design
	D1
	T1
	D2
	T2
	UAT

	
FR0001
	
Login (Revised)
	The Loan Officer shall be able to log in to the Datakosh Solution securely using their credentials to access loan processing functionalities.
	

Yes
	

Yes
	

Yes
	

Yes
	

Yes
	

Yes

	FR0002
	ITR Number Input
	User should be able to enter a valid PAN/Aadhar number to initiate the original document fetch process.
	
Yes
	
Yes
	
In Progress
	

No
	

No
	

No

	
FR0003
	
Dashboard Access
	The system shall display a personalized dashboard to the logged-in Loan Officer, providing an overview of Total GST API call per day, Total ITR API call per day
	


Yes
	


Yes
	


Pending
	


No
	


No
	


No

	FR0004
	GSTR Number Input
	User should be able to enter a valid GSTR number to initiate the original document fetch process.
	

Yes
	

Not started
	

No
	

No
	

No
	

No

	FR0005
	Original ITR Request
	System should allow users to request the original ITR document (e.g., ITR1, ITR2) by clicking "Original ITR".
	

Yes
	

Yes
	

In Progress
	

No
	

No
	

No

	FR0006
	Original GSTR Request
	System should allow users to request the original GSTR document (e.g., GSTR1A, GSTR1B) by clicking "Original GSTR".
	

Yes 
	

Not started
	

No
	

No
	

No
	

No

	FR0007
	Loan Application Search
	The system shall allow the Loan Officer to search for specific loan applications using various criteria (e.g., applicant PAN, application ID).
	


Yes
	


Yes
	


Yes
	


In Progress
	



No
	



No

	
FR0008
	
Applicant Profile View
	The system shall display a comprehensive profile of the loan applicant, including KYC details and previously uploaded documents.
	


Yes
	


Yes
	


Yes
	


Pending
	



No
	



No

	
FR0009
	Token/OTP Generation
	System should generate and send a token or OTP to the applicant’s registered email or phone for verification. This token should be valid only for 2 hours.
	



Yes
	



Yes
	



Pending
	



No
	



No
	



No

	FR0010
	Token/OTP Validation
	Loan officer should be able to input the token/OTP received by the applicant to authorize document access.
	

Yes
	

Yes
	

Pending
	

No
	

No
	

No

	
FR0011
	
Fetch Original ITR
	Upon successful token verification, the system shall, via KDK Solutions' API, fetch the original ITR document (e.g., ITR-1, ITR-2) in PDF format.
	


Yes
	


Yes
	


Pending
	


No
	


No
	


No

	
FR0012
	
Fetch Original GSTR
	Upon successful token verification, the system shall, via KDK Solutions' API, fetch the original GSTR document (e.g., GSTR-2A, GSTR-3B) in PDF format.
	


Yes
	


Not started
	


No
	


No
	


No
	


No

	
FR0013
	Error Handling
	System should display an error message if the ITR/GSTR number is invalid or the API request fails.
	

Yes
	


Yes
	


Yes
	


In Progress
	



No
	



No

	FR0014
	Status Tracking
	System should display the status (e.g., pending, completed, failed) of each document fetch request.
	

Yes
	

Yes
	

Yes
	

Yes
	

Yes
	

Yes

	FR0015
	FAQ Access

	Loan officer should be able to access a Frequently Asked Questions (FAQ) section within the Datakosh Solution interface to view common queries and solutions related to the ITR/GSTR fetch process.
	



Yes
	



Yes
	



Yes
	



Yes
	



Yes
	



Yes
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1. Document Revisions

	Date
	Version Number
	Document Changes

	
03/06/2025
	
0.1
	Initial Draft of Business Requirements Document (BRD): Incorporated client feedback on verification process; added security and compliance considerations.

	06/06/2025
	0.2
	Updated BRD after client feedback: Updated scope based on KDK Solutions API capabilities and budget allocation.

	
09/06/2025
	
0.1
	Initial Functional Specification Document (FSD): Detailed requirements for ITR/GSTR number input, token generation, and PDF display.

	11/06/2025
	0.2
	FSD updated flow: Added error handling scenarios and status tracking requirements based on technical review.

	
16/06/2025
	
0.1
	Initial Test Plan created: Added detailed test cases for ITR/GSTR API integration, including positive and negative scenarios for token validation.

	
19/06/2025
	
0.2
	Test Plan updated after QA review: Incorporated re-test plans for defects identified during initial system testing and clarified UAT scope.

	
23/06/2025
	
0.1
	Non-Functional Requirements Document draft: Added specific performance metrics for API calls; clarified security protocols (e.g., encryption standards) compliance requirements with Vaibhav's input

	
26/06/2025
	
0.1
	“To-Be” Process Flow diagram: Incorporated KDK API integration steps into the loan verification process flow with OTP generation and KDK API step

	
30/06/2025
	
0.1
	Initial Use Cases/User Stories document: Added detailed user stories for token input and original document display.

	
03/07/2025
	
0.1
	Initial draft of UAT Scenarios: Developed detailed test cases for ITR/GSTR fetch, token validation, and error scenarios.

	
07/07/2025
	
0.1
	User Manual initial draft for Loan Officers: Drafted content for the new ITR/GSTR verification feature, including steps for token sharing.

	
09/07/2025
	
0.2
	User Manual revised with screenshots: Incorporated feedback from pilot training sessions and added common troubleshooting FAQs.
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3. RACI Chart for This Document

Has ultimate signing authority for any changes to the document.
R: Responsible Responsible for creating this document.
A: Accountable Accountable for accuracy of this document 
C:  Consulted Provides input.
I:  Informed Must be informed of any changes

	Task/Phase
	BA (Me)
	Datakosh Management

	Inventam Leadership

	Devlopment Team
	Testing Team
	KDK Soln
	API Specialists

	Security Expert


	Requirements
Gathering
	R
	A
	C
	C
	I
	I
	C
	I

	API Contract Negotiation
	R
	A
	C
	I
	I
	C
	C
	C

	Integrate with KDK API
	C
	I
	A
	R
	I
	C
	R
	C

	Security Design-based auth mechanism
	C
	I
	A
	R
	C
	C
	I
	R

	Develop authentication feature
	I
	I
	C
	R
	C
	C
	C
	C

	Test and QA
	I
	I
	C
	C
	R
	I
	C
	C

	UAT coordination
	R
	I
	I
	C
	R
	I
	I
	I

	Go-Live & Client Feedback
	R
	A
	I
	C
	I
	I
	C
	I












4. Introduction

4.1: Business Goals
Datakosh Fintech Pvt. Ltd. aims to revolutionize the loan processing system in the Indian banking sector, particularly for small co-operative banks and NBFCs, by offering an AI-powered solution that streamlines verification and risk assessment. The company’s primary business goal is to streamline the loan approval process, reducing processing time and mitigating risks associated with fraudulent documentation, such as fake IT returns, manipulated GST returns, and incorrect business proofs. By leveraging tools like KYC analysis, ITR and GST return verification, bank statement analysis, and legal dispute tracking, Datakosh provides a comprehensive system for accurate borrower evaluation.
Datakosh Solution, the company seeks to enhance the accuracy and reliability of loan applicant verification, thereby reducing NPAs, strengthening compliance with RBI regulations, and restoring public confidence in vulnerable financial institutions. By offering remote access to analytical reports in user-friendly formats like Excel and PDF, Datakosh aims to improve customer service, ease system integration, and enable banks to make informed lending decisions. Ultimately, the company’s goal is to prevent financial distress in co-operative banks and NBFCs, reduce the likelihood of forced mergers or license cancellations, and foster a more resilient and trustworthy banking ecosystem in India.

4.2: Business Objectives
The business objectives of Datakosh Fintech Pvt. Ltd. are:
· Streamline Loan Processing: Enhance the efficiency of the loan approval process in small co-operative banks and NBFCs by reducing processing time and eliminating unnecessary delays.
· Reduce Fraud and NPAs: Mitigate financial fraud through AI-powered verification of documents such as PAN/Aadhaar, IT Returns, GST Certificates, and Bank Statements to minimize fake documentation and reduce Non-Performing Assets (NPAs).
· Enhance Verification Accuracy: Provide comprehensive tools like KYC Analyzer, ITR Analysis, GSTR Analysis, Bank Statement Analysis, MCA Data Analysis, and Legal Case & Dispute Details to ensure accurate and reliable applicant vetting.
· Strengthen Regulatory Compliance: Support banks in adhering to RBI regulations by improving controls and checks, thereby preventing forced mergers, license cancellations, and financial vulnerabilities.
· Improve Public Confidence: Increase trust in the banking system by reducing fraud related risks and enhancing the reliability of loan processes.
· Facilitate User-Friendly Solutions: Deliver analytical reports in accessible formats (Excel and PDF) with remote access, ensuring ease of use, seamless system integration, and improved customer service for financial institutions.
4.3. Business Rules
a. “Access Fee” means the agreed fee payable at a predetermined interval (includes taxes and duties) by you for the limited right to use the Licensed Software on terms and conditions set out in this Agreement.
b. “Authorized Device(s)” means a device(s) owned, leased, or otherwise controlled by the Member from which it shall subscribe to or use the Licensed Software for its use as per the terms and conditions set out in this Agreement.
c. “Documentation” means explanatory materials in printed, electronic, or online form accompanying the Licensed Software in English and other languages, if available.
d. “Licensed Software” means any software which the Member subscribes to on Our Website and avails the right to use the same on payment of Access Fee to DataKosh Fintech Pvt. Ltd. solution.
4.4. Background
The Datakosh ITR/GST authentication project was initiated in response to recurring concerns raised by clients—particularly small co-operative banks and NBFCs—about the authenticity of documents submitted during the loan application process. During post-launch feedback sessions for the Datakosh Solution, Clients highlighted critical business issues, including the lengthy loan approval process due to manual document verification, security concerns from requiring applicants’ government portal credentials, and a high risk of fraud from fake ITR and GSTR documents, contributing to rising NPAs and regulatory pressures from the RBI. Recognizing these challenges, Datakosh management, led by CEO Ms. Monica and CTO Mr. Hemant, internal discussions and collaboration with the technology partner Inventam Tech Solutions to explore alternatives. The result was the proposal to build a secure API-based solution using a verified third-party provider (KDK Solutions) to fetch government-verified original PDFs without compromising user data, aiming to reduce fraud, lower NPA rates, streamline loan approvals, enhance regulatory compliance.

4.5. Project Objective
Overall Goal: The primary objective of the project is to enhance the Datakosh Solution by enabling secure, authenticated retrieval of original Income Tax Returns (ITR) and Goods and Services Tax Returns (GSTR) documents directly from government-authorized sources, without requiring applicants to share their login credentials. 
High-Level Product Description: The project will develop a feature within the Datakosh Solution that allows loan officers to request and retrieve original ITR and GSTR documents directly from government sources. The feature will include UI elements for initiating the request ("Original ITR", "Original GSTR" buttons), a mechanism for handling token/OTP verification, and a display of the fetched documents.
Alignment with Business Objectives:
· Reduces NPA and Fraud: Directly addresses the core business goal of minimizing loan defaults and financial losses due to fraudulent documentation. 
· Streamlines Loan Process: Contributes to faster loan approvals, aligning with the goal of improving efficiency and customer experience. 
· Enhances Regulatory Compliance: Supports client banks in meeting regulatory requirements related to fraud prevention and data security. 
· Increases Market Penetration: Makes Datakosh Solution more attractive to potential clients, driving sales and revenue growth. 
· Achieves ROI: Contributes to the overall profitability of Datakosh by providing a valuable feature that justifies the project's investment.
Requirements for Interaction with Other Systems:
· Integrate securely with KDK Solutions' API, using token-based authentication to retrieve documents.
· Communicate with applicant’s email/SMS gateways to send and receive OTPs/tokens.
· Work within the existing Datakosh platform architecture, maintaining compatibility with user roles, dashboard, and reporting features.
· Comply with data privacy and security standards, ensuring no sensitive credentials are stored or exposed.

4.6. Project Scope
The project scope for the "Datakosh ITR/GSTR Original PDF Project" focuses on developing a secure and integrated feature within the Datakosh Solution that enables loan officers to retrieve original, government-verified ITR and GSTR documents (PDFs) for loan applicants, using a third-party API provider (KDK Solutions). The scope includes designing, developing, testing, and deploying the feature, aims to enhance document verification and fraud prevention during the loan application process for Datakosh's banking and NBFC clients.
4.6.1. In Scope Functionality
· User Interface (UI) Integration: Adding "Original ITR" and "Original GSTR" options within the Datakosh Solution's loan application viewing interface. 
· ITR/GSTR Number Input: Providing functionality for loan officers to input specific PAN/Aadhar numbers and GSTR return filing numbers.
· Token/OTP Request Initiation: Generation and delivery of a time-limited OTP/token to applicants’ registered email or phone for verification.
· Token/OTP Input and Validation: Validation of OTP/token by loan officers to authorize document access.
· Original Document Fetch (via KDK API): Functionality to retrieve the original ITR (e.g., ITR-1, ITR-2) and GSTR (e.g., GSTR-1, GSTR-3B) documents in PDF format from government portals through KDK Solutions' API upon successful verification.
· Original Document Display: Securely displaying the fetched original PDF documents within the Datakosh Solution interface for loan officer review. 
· Basic Error Handling: Displaying informative error messages for invalid PAN/Aadhar/GSTR numbers, token/OTP failures, or API connectivity issues.
· Status Tracking: Displaying the status (e.g., pending, completed, failed) of each ITR/GSTR original document fetch request within the application.
· API Integration with KDK Solutions: API integration with KDK Solutions to fetch original ITR/GSTR documents.
· Security Design & Implementation: Ensuring secure transmission and handling of sensitive data during the authentication and fetching process.

4.6.2. Out Scope Functionality
· Direct Integration with Government Portals: The project will explicitly not involve Datakosh directly connecting to or registering with government tax portals. All government portal interactions will occur via KDK Solutions' existing infrastructure.
· ITR Filing: The project does not include functionalities for filing ITR on behalf of applicants.
· GSTR Filing: The project does not include functionalities for filing GSTR on behalf of applicants.
· Passbook Update: The project does not include any features related to updating or managing bank passbooks.
· Verification of Other Document Types: This project is limited to ITR and GSTR documents. Verification of other documents using similar authentication methods is out of scope.
· Automatic Data Comparison/Reconciliation: While the fetched original documents will be displayed, the automatic comparison or reconciliation of data points between applicant-uploaded documents and the newly fetched original documents (beyond visual aid) is out of scope. 
· Physical Document Handling Automation: The project does not include any features related to digitizing or automating the handling of physical documents.








5. Assumptions

1) KDK Solutions API Reliability: The functionality relies on the assumption that KDK Solutions’ API will be available, stable, and capable of securely fetching original ITR and GSTR documents from government portals without any big glitch. 
2) Client Adoption: The project assumes that banking and NBFC clients will adopt the new feature after deployment, with minimal resistance, following brief training and clear communication of benefits.
3) Client System Compatibility & Readiness: Client banks and NBFCs have the necessary IT infrastructure (internet connectivity, compatible systems) to access and utilize the Datakosh Solution with the new feature effectively.
4) Regulatory Environment Stability: No new government regulations or RBI mandates will be introduced during the project lifecycle that significantly alter the requirements for ITR/GSTR verification or prohibit the current proposed method.
5) Budget Sufficiency: The allocated budget of ₹3,00,000 is assumed to cover all development, integration, and deployment costs, including unforeseen expenses within the miscellaneous allocation.
6) Security Compliance: It is assumed that the security measures (e.g., encryption, OTP validation) designed by Vaibhav will meet RBI and government standards, ensuring compliance and client trust.
7) Existing Datakosh Solution Stability: The existing Datakosh Solution, into which this new feature will be integrated, is stable, well-documented, and capable of accommodating the new functionalities without requiring major re-architecture or extensive refactoring.
8) Team Capacity: The technical team (Anshika’s developers team, Ishani’s testing team, Mr. Smith’s API specialists team, and Vaibhav) is assumed to have the expertise and availability to deliver the project within the timeline


























6. Constraints

1) Project Budget: The project has a strict financial constraint of INR 3 Lakhs. All development, integration, and initial API usage fees must adhere to this budget.
2) Time Constraint: The 6-month timeline (June 2 - November 30, 2025) imposes a strict deadline, restricting the scope of development and requiring efficient resource allocation to meet milestones.
3) Dependency on KDK Solutions: The project is constrained by depend on KDK Solutions’ API for document fetching, with potential risks of downtime, rate limits, or delays in API updates affecting progress.
4) Government Regulatory Compliance: Adherence to government portal security protocols and avoiding direct access constraints the design, requiring reliance on KDK Solutions and posing risks of penalties if compliance is misjudged.
5) Regulatory Compliance: The solution must operate within the existing regulatory framework of the RBI and other relevant Indian banking/tax authorities, avoiding any non-compliant processes.


















7. Risks

A thorough risk analysis is crucial for the Datakosh ITR/GST authentication project to anticipate potential pitfalls and develop proactive strategies. The potential risks that could affect the success or failure of the Datakosh ITR/GST authentication project, along with their likelihood, potential cost, and proposed handling strategies.
Technological Risk
Risk: KDK Solutions API becomes unstable, changes structure, or faces prolonged downtime.
Likelihood: Medium
Impact: High – Fetch functionality fails; credibility is affected.
Strategy: Mitigate – Set up ticket raising system for client for any downtime that should be solved as per priority basis by our maintenance team and if it cannot be solved by them it will be escalated to KDK team to solve within the time period
Skills Risk
Risk: Lack of developers or testers with experience in secure API integration and token-based authentication.
Likelihood: Medium
Impact: Medium – Could delay implementation or introduce security flaws.
Strategy: Avoid – Identify gaps early and allocate experienced internal team members or hire short-term skilled contractors.
Political Risk
Risk: Regulatory changes or government restrictions on third-party access to financial documents, even via authorized APIs.
Likelihood: Low
Impact: High – Could shut down the service entirely.
Strategy: Transfer – Maintain documentation that integration is done via authorized partner (KDK), and shift compliance responsibility partly to the provider.
Business Risks
Risk: Cancellation of the project due to insufficient client adoption or ROI not met within 18 months. 
Likelihood: Low 
Impact: High– loss of ₹3,00,000 budget, damaged client trust, and competitive disadvantage.
Strategy: Accept – Monitor adoption rates closely and adjust marketing; accept initial losses as a learning investment if ROI is delayed.
Requirements Risks:
Risk: Incorrectly capturing the full nuances of client bank loan officer workflows for document verification, leading to a system that doesn't fully meet their practical needs. 
Likelihood: Medium.
Impact: Medium – Rework, additional development, training issues, lower user adoption.
Strategy: Mitigate – Implement rigorous User Acceptance Testing (UAT) with a diverse set of loan officers from different client types. Utilize prototyping and iterative feedback loops during the design phase. 
Other Risks:
Risk: Adverse media or public perception regarding data security and privacy related to the token/OTP process. If public trust in sharing OTPs for document access diminishes, it could create resistance among applicants and clients.
Likelihood: Low to Medium.
Impact: High – Reduced applicant cooperation, reputational damage to Datakosh and its clients.
Strategy: Mitigate – Develop clear and concise communication materials for loan officers to explain the security protocols to applicants. Ensure Vaibhav implements the highest security standards.
8. Business Process Overview

Legacy System (AS-IS)
In the current legacy system, for document verification in the Datakosh Solution, The loan officer can get analysis of ITR or GSTR or Bankstatements, and KYC analysis of the applicant (Individual or business) the officer will able  to login through registered username and password in Datakosh Solution which was provided during the subscription process. Once entered into the system it will provide 4 options KYC verification which required like Adhaar or Pan number of the applicant or CIN number in case of companies who wants to take loan. This will provide an excel with Individual or company’s historical record like CIBIL score or criminal record etc. The next option is GSTR Analysis and ITR Analysis, take GSTR number or PAN/Aadhar number to access the analysed report. Status will be shown in dashboard as “Pending” until the token is validated by applicant sent to his/her email. Once token is validated by them, the Loan officer can download it by clicking on download option which can be downloaded in Excel or PDF and status will show “Complete”. The last one is Bank statement Analysis; the Loan officer will upload bank. The Datakosh Solution will give the analysis of the bank statement. The Loan officer can download it by clicking on download option provided in Excel.
But to authenticate the ITR/GSTR the clients, involves manual steps where loan officers request applicants to provide their government portal credentials (username and password) to access original ITR and GSTR documents for cross-verification. Due to the absence of a direct verification mechanism:
· Officers often rely on uploaded copies of ITRs and GSTRs, which are prone to forgery or manipulation.
· To confirm authenticity, applicants are asked to share their Income Tax or GST portal login credentials, which they hesitate to do due to privacy concerns.
· There is no standard workflow to validate documents in real-time from government sources.
· This leads to delayed loan processing, increased fraud risk, and ultimately higher NPAs.
[image: ]
Proposed Recommendations (TO-BE)
The proposed Datakosh ITR/GSTR Original PDF feature addresses legacy system challenges by introducing two new options “Original ITR copy” and “Original GSTR copy” to fetch original, government-verified PDFs of ITRs and GSTRs, based on token/OTP authentication:
· Loan officer enters ITR/GSTR number in the respected options.
· Applicant receives a token/OTP via SMS/email.
· Upon token verification, Datakosh fetches the original document securely through KDK API.
· The officer views/downloads the PDF with no credentials needed.
· The system logs every action, improving auditability and transparency.
This proposed system directly addresses the challenges in the legacy system by:
· Eliminating Credential Sharing: Loan applicants no longer need to share sensitive government portal usernames and passwords.
· Mitigating Fraud: By cross-referencing analysed documents with government-verified originals copy, provides a defence against fraudulent, leading to a reduction in NPAs.
· Improving Efficiency: Faster and more reliable verification allows for quicker loan processing and decision-making, improving turnaround times.
· Enhancing Trust: The secure, token-based verification builds greater trust among applicants and installs confidence in the authenticity of verified documents for the banks.
· Ensuring Compliance: The auditable and secure process helps banks meet regulatory compliance requirements for fraud prevention.






























9. Business Requirements

	Req ID
	Requirement
	Description
	Priority
	Area of Functionality
	Reference Material

	BR0001
	User Authentication
	The system must provide secure login mechanisms for users, including password protection and multi-factor authentication
	High
	Security
	Company Security Policy.pdf, Compliance Document: Data Access Controls.docx

	BR0002
	Document Authenticity Assurance

	The system must provide a reliable and verifiable method to confirm the authenticity of ITR and GSTR documents submitted by loan applicants.
	High
	Data Accuracy & Reliability

	Problem Statement: Client Feedback on Document Forgery.docx


	BR0003
	Datakosh Client Retention

	The new feature must increase satisfaction among existing Datakosh clients by addressing a critical pain point, leading to higher retention rates.
	Medium
	Business Growth & Profitability

	Client Feedback Log: ITR/GSTR Verification Requests.xlsx

	BR0004
	Reduced Human Error

	The automated fetching of original documents should minimize human error associated with manual data entry or comparison.
	Medium
	Data Accuracy & Reliability

	Quality Assurance Report: Manual Verification Errors.pdf


	BR0005
	Error Handling
	The system must display clear error messages if the ITR/GSTR number is invalid or the API request fails.

	Medium
	Operational Efficiency & Process Streamlining

	Client Feedback Log: Manual Error Resolution Challenges.xlsx


	BR0006
	Access Control
	The system must restrict feature access to authorized loan officers based on their role and permissions.
	High
	Security
	Security Policy Document: Access Control.pdf


	BR0007
	Loan Application Search
	The system must allow loan officers to search for loan applications using criteria like applicant PAN or application ID.
	Medium
	Operational Efficiency & Process Streamlining

	Current State Process Map: Manual File Search.vsdx


	BR0008
	Data Encryption
	The system must encrypt all data transmitted between Datakosh and KDK Solutions’ API.
	High
	Regulatory Compliance & Fraud Prevention

	Security Requirements Document: Data Encryption Standards.pdf, Compliance Checklist: RBI Data Security Guidelines.docx

	BR0008
	Session Timeout
	The system must automatically log out users after 15 minutes of inactivity to ensure security.



	Medium
	Security & Regulatory Compliance

	Security Policy Document: Session Management.pdf

	BR0009
	Audit Logging
	The system must log all document fetch requests, including ITR/GSTR numbers and timestamps, for tracking.
	Medium
	Regulatory Compliance & Fraud Prevention
	Compliance Checklist: RBI Audit Requirements.docx, Security Requirements Document: Audit Logging Standards.pdf

	BR0010
	System Performance
	The system must process document fetch requests within 10 seconds under normal load.
	Medium
	Operational Efficiency & Process Streamlining

	Current State Process Map: Loan Verification Manual.vsdx, Client Interview Summaries: Turnaround Time Concerns.docx

	BR0011
	Token Expiry Handling
	The system should notify the officer if the OTP/token has expired and prompt for re-request.
	Medium

	Security & Regulatory Compliance

	Non-Functional Requirements: Security Guidelines.pdf


	BR0012
	User Training Efficiency
	The new feature must be intuitive enough to allow efficient training of client loan officers with minimal disruption to their operations.
	Low
	Client Experience & Satisfaction

	Training Plan Outline: Datakosh New Features.pdf


	BR0013
	Confidential Enforcement
	No user credentials or sensitive data should be stored in the Datakosh system at any point.
	High
	Regulatory Compliance & Security

	Data Privacy Policy: Datakosh Internal.pdf, Security Requirements Document: Data Encryption.pdf


	BR0014
	Recovery of Project Investment
	The project's overall value contribution must enable Datakosh to recover the INR 3 Lakhs investment within 18 months post-launch.
	High

	Business Growth & Profitability

	Project Business Case: ROI Calculation.xlsx


	BR0015
	API Call Visibility
	The dashboard should provide high-level metrics on ITR and GST API calls made per day to track usage and performance.
	Medium

	Operational Efficiency & Process Streamlining

	Use Case: View API Usage Metrics.doc







































10. Appendices

10.1 List of Acronyms
ITR – Income Tax Return
GSTR – Goods and Services Tax Return
NPA – Non Performing Assets (It refers to a loan or advance where the borrower has failed to make payments)
OTP – One Time Password
CTO – Chief Technical Officer
CEO – Chief Executive Officer
CIN – Corporate Identification Number
MCA – Ministry of Corporate Affairs
 
10.2 Glossary of Term
DataKosh Solution – The software product of DataKosh Fintech company to help banks to analyse financial document
Inventam Tech Solution – The Sister company of Datakosh that handle all the technology part
KDK solution – The company with whom Inventam Solution will prepare the API integration to enhance DataKosh Solution

10.3 Related Documents
Business Requirement Documents (BRD)
Functional Requirement Specifications (FRS)
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